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MpoxwnBaeT: CepnyxoB (MockoBckasi obnactb)

paxpaHcTBO: Poccus, ecTb pa3pelueHne Ha paboTy: Poccus

loToB k nepeesay: Knumosck (MockoBckasa obnacts), Mocksa, Nogonbck (MockoBckas obnacte), Tyna, Yexos
(MockoBckast 06nacTb), FOTOB K peAK1uM KOMaHAMPOBKaM

CuctemHbin agMmuHuctpatop / DevOps
Cneunanunsauum:
— CucTeMHbIN agMUHUCTpaTop

Tun 3aHATOCTU: NOMHasA 3aHATOCTb, YacTUYHAA 3aHATOCTb, NPOekTHaA paboTa/pa3oBoe 3agaHue
dopmaT paboTbl: Ha MecTe paboToaaTens, yaanéHHo, rmépua

XKenartensHoe Bpems B nyTn Ao paboTbl: He 6onee yaca

Mait 2025 — Mapt 000 "CneuuHcTpyMeHT"
2026

11 mecsues
NHxeHep no aBTomMaTtmsaumm

CnpoekTmpoBan 1 BHeAPUI CUCTEMY yaaneHHoro aaMuHncTpupoaHus (SSH, AnyDesk) B
N30MMPOBaHHYIO MPOMBILLIIEHHYIO CETb NPEANPUATUS, YTO NO3BOMMUIIO NEPEBECTU ANATHOCTUKY

CTaHKOB B ANCTAHLMOHHBIV PEXMUM M NOMHOCTbLIO UCKIOYNTL MPOCTON 060pyA0BaHUSA BMNOTL [0
0%.

Hactpavsan, kannbposan n obcnyxusan ynpasnstowme MK, conpsxeHHble C BbICOKOTOYHbIMU 5-
oceBbIMY cTaHo4HbIMK komnnekcamu (ANCA, Numroto, BPX) n po6otamu-maHunynstopamu.

ObecneunBan 6ecnepeboiiHyto paboTy BcnomMoraTenbHbiX MT-CUCTEM 1 KOMNPECCOPHOTO
obopynoBaHus B pamKax KpyriioCyTO4YHOrO aBTOHOMHOIO LiMKIa Npou3BoACTBa.

Ben TEeXHNYECKYI0 AOKYMEeHTauuo, CTPOro KOHTponuposan cobnoaeHne TEXHONOIMYECKNX
pernamMeHToB 1 OOMYCKOB.

Viions 2024 — 00O "lMpomTexHo"
Hos6bpb 2024

5 mecsueB
CVICTeMHoe aadMUHNCTPpUpoBaHue

ObGecneunBan TeXHUYECKYO Noaaep Ky nonb3osaTenen (L1/L2) n tpabnwytuHr OC cemeicTea
Windows u kopnopaTusHoro [10.

BbINONHAN NOMHbIA LMK 06cnyxuBaHus paboymx mecT: cbopKy, ANarHOCTUKY, HacTponky MK n
nepudepuiiHoro obopyaoBaHusi.
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Anpenb 2022 —
Hekabpb 2023
1 rog 9 mecsaues

Bbicwee
2023
Bbicliee

3HaHue A3bIKoB

HaBbikun

PasBepTbiBan u macwtabuposan JIBC npegnpusitvs: NpOeKTUpOBan v npoknaasian kabenbHble
Tpaccel (CKC) B Lexax, MOHTUpOBAI 1 MHTErPUPOBAN CUCTEMbI BUAEOHAONOAEHMS.

OcyLIJ,eCTBJ'IFIJ'I 0asoBoe OGCJ'Iy)KVIBaHVIe N yCTpaHeHne nporpaMmMHbIX cboeB ynpasndarwmx MK,
COnpAXXeHHbIX C MPOMBbILLITIEHHbIMU CTAHOYHBIMN KOMNJ1IEKCaMW.

IT-ayTCOpCUHr

CucteMHas MHTEerpauunsd

AOMUHUCTPUpOBan 1 Noaaepxuean cepepHble cpeabl Ha 6a3e Linux (Ubuntu Server) B
obnayHon NHMPacTPyKType.

PasBepTbiBan n koHdurypuposan Beb-cepsepa Nginx B kayectBe Reverse Proxy (ontumusauus
KOHpurypauui, cokpbiTue Bepcui MO, kacToMM3aums NOpTOB ANS 3auTbl NepumeTpa).

ObecneynBan KOHTeHepU3aUmMio 1 aennomn Bed-cepBmcoB ¢ ncnonb3osaHnem Docker n Docker-
Compose.

HacTtpauBan 3awumiieHHble kaHanbl cBs3u: pa3sepTeiBan VPN-wnto3bl (WireGuard, Xray, VLESS
+ REALITY), BHegpsn OpenSSH no kpuntorpaduyeckum knovam ed25519 ¢ oTknioveHnem
napornbHOW ayTeHTUdUKaLUK.

Ynpaensan v genervposan DNS-30oHbI (koHurypauus 3anucen A, AAAA, MX), HacTtpanean SPF n
DKIM gns 3awutbl NOYTOBLIX JOMEHOB OT CMydUHra.

Pycckun

Cb6opka MK HacTtpolika oprrextmku Linux Windows HacTtpoiika no4ToBbIX CEpBepoB
TexHnyeckas nogaepxka nons3oatenen Ubuntu MHdopmaumoHHas 6e3onacHocts VPN
Benenne gokymeHntaumm Docker Nginx OSI TCP/IP UDP DHCP LAMP Bash Unix VLAN
Hyper-V DNS Kubernetes PostgreSQL MySQL PHP DevOps

AgmuHucTpupoBaHue cepsepos Linux VLESS + REALITY MongoDB

HeTt nuyHoro aBTomo6uns, npasa kateropuu A, B

060 MHe

TexHn4Yecknn cneumnanmucT ¢ NPaKkTUYECKUM onbiToM o6cnyxusaHmsa UT-nHdpacTpykTypbl,
agmMuHucTpuposanus Linux/Windows cuctem 1 aBTomaTtusauumn npoLeccoB Ha cTbike I T u
nNpou3BoACTBa. VIMelo ycrneLuHbIn onbIT NoAAEPXK nonb3osaTtenen L1/L2, passepTbiBaHus JIBC u
3awmThl ceTeBoro nepumeTpa. Obnagal CUCTEMHbBIM MbILUIIEHWEM, Pa3BUTLIMU HaBbIKaMu
TPabnwyTMHra n onbITOM HTEerpaumm IT-pelueHnii B M30NMpoBaHHbIE MPOMbILLIIEHHBIE KOHTYPHI.



TeXHUYeCcKuii CTEK U NPaKTUYECKNe HaBbIKU:

+ OC ¥ koHTeliHepr3aLmsi: yBepeHHoe agMuHucTprpoBaHune Ubuntu Server, nennov v
opkecTpauus Be6-cepeucos Yepes Docker n Docker-Compose. HaBbIk aHanm3a CUCTEMHBIX FTOroB
aapa Linux ana nokanusauum MHPacTpyKTYpHbIX CGOeB.

» Beb-cepBepbl: pa3sepTbiBaHue 1 KOHuryprposaHme Nginx B kadecTse Reverse Proxy
(onTMMmM3aumna KoHurypauuin, cokpeitne Bepcun MO, 3awmTa nepumeTpa).

» CeTn n 6esonacHocTb: noHnmaHme mogenu OSI n npotokonos TCP/IP, DNS, DHCP. OnbiT
pas3BepTbiBaHus 3awmeHHbix VPN-wno3oB (WireGuard, Xray, VLESS, REALITY), BHegpeHus
OpenSSH no kntoyam ed25519 (6e3 naponew), koHdurypaumm DNS-30H 1 HACTPONKN NONUTUK
SPF/DKIM gns 3awmtbl JOMEHOB OT cnyduHra.

» ABTOMaTM3aLmMsa NMPOM3BOACTBA: YCMELLIHbIN OMbIT MPOEKTUPOBAHNS U BHEAPEHUSA CUCTEM
yAaneHHoro agmuHucTpupoBanus (SSH, AnyDesk, kpuntokntoun ed25519 ¢ oTknoveHrem Bxoaa
no nNaponto) Anst MOHUTOpUHra ynpasnsowmx MK BbICOKOTOYHbIX CTAHOYHBIX KOMMIIEKCOB, YTO
No3BONUIIO COKPaTUTb NpocTon obopynoBaHusa o 0%.

» Hardware & CKC: narHocTtuka, cbopka, MOAYNbHbIV PEMOHT 1 06CnyxXnBaHne

CepBepHOro/KOMMbIOTEPHOTO Xernesa U oprTexHUKkW. MpoekTupoBaHme 1 Npoknaaka kabenbHbIX
Tpacc (CKC), 06xMM BUTOM Napbl, UHTErpaums 1 nyckoHanagka cuctem IP-sugeoHabnoneHus.

OneKTpoHHas noyTa - npegnoYnTaemMbliin cnocob cea3n
his@daniil-kozlov.ru

Mo6unbHbIN TenedoH:
+7 930 986-29-24;
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